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Trustwave Cloud Security Services

) PROTECT CLOUD ENVIRONMENTS AND DATA IN THE CLOUD

Benefits

@® Build and maintain an
effective cloud security
program

® Augment your team with
Trustwave experts

® Stop threats from
penetrating cloud
environments and
exfiltrating data

® Detect malicious
activity faster

® Leverage SpiderlLabs
expertise and global
threat intelligence

Cloud security is a shared responsibility. Cloud providers are responsible for
securing the infrastructure that runs their applications or services. Cloud
customers are responsible for securing what they're running and storing in the
cloud. If you're moving or planning to move applications and data to the cloud,
security needs to be part of your strategy.

Trustwave helps organizations securely navigate their journey to the cloud. Consulting services help organizations design
an effective program and deploy technologies. Managed security services ensure ongoing protection. With our flexible
service delivery model, organizations can ask Trustwave to be the provider for all their security needs, or to augment
existing resources.

Consulting Services

Advisory services focus on the security program, providing guidance on how to build an effective security strategy that
organizations can use to protect cloud environments and data in the cloud. Available services include:

e Security and risk assessments

e Strategy and policy development

e Threat and detection workshops

e Sensitive data discovery & classification

* Vulnerability scanning and penetration testing

Transformation services focus on building new security programs, deploying technologies, and maturing your existing
security program. They use an iterative approach to provide ongoing tuning and optimization services. Available services
include:

¢ Cloud security program maturity build-out
e Tools deployment

e Tools normalization



Security Technologies

Trustwave security technologies and third-party solutions help prevent
threats by focusing on protecting people and assets from the constantly
evolving threat landscape. Our set of technologies and services enable
organizations to stop threats from penetrating cloud workloads and
executing malicious actions. Available and supported technologies
include:

* Next Generation Firewall

* Intrusion Detection/Prevention System
e Cloud Access Security Broker

e Security Posture Management

e Endpoint Protection

* Secure Web Gateway

* Secure Email Gateway

* Web Application Firewall

* Database Security

Managed Security Services

Threat Detection and Response services help organizations detect,
investigate and respond to threats. They focus on detecting malicious
activity and tracking cyber-attacks throughout all phases of the attack kill
chain. And when needed, quickly and effectively responding to an attack.

All collected events are processed by the Trustwave cloud analysis
engine to find known threats, anomalous behavior and suspicious activity.
Processing includes stream, batch, and user behavior analytics, as well as,
cross referencing event data against SpiderLabs Threat Intelligence for

Indicators of Compromise (IOC) and Known Bad Actors. SpiderLabs Threat

Intelligence is a curated superset of multiple public and private feeds,
maintained by Trustwave SpiderLabs.

Available services include:

* Managed Detection
* Managed Security Information and Event Management (SIEM)
* Managed Detection and Response

e Digital Forensics and Incident Response
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Cybersecurity Education

Trustwave delivers specialized cybersecurity training services that will help
reduce risk and equip staff with knowledge and tools to protect against
and respond to threats in any environment, including cloud.

Available options include:

Cybersecurity awareness training
Executive training programs and services

Tactical training programs and services

Why Trustwave Cloud Security

Experienced Security Partner. Trustwave has helped customers meet
security and compliance goals for more than 20 years

Flexibility. Choose whether you want Trustwave to be the security
provider for all your cloud needs, or to augment the capabilities
you already have. And you choose: on-prem, in the cloud or hybrid
operating models.

24x7 Threat Monitoring & Detection. Gain broader visibility into
threats and faster breach detection via leading technology and experts
who are monitoring and analyzing your security around the clock.

Existing Investment Protection. Leverage Security Technology
Management for existing and new deployments that include Trustwave
and leading third-party solutions.

SpiderLabs Expertise. Get help from an elite group of researchers,
penetration testers and incident responders and benefit from their
renowned threat intelligence.

Rapid Response. Gain help when you need it, from having an
experienced incident responder start a digital forensics investigation in
hours to scheduling a penetration test in the next week.

For more information: www.trustwave.com
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