% Trustwave:

PRODUCT QUICK CARD

Trustwave DbProtect
Rights Management

Benefits

@ Gain control of your user
privileges with DbProtect
Rights Management.

® |dentify users with
inappropriate and
undesired access to
sensitive data

@ Identify valid privileged
users requiring ongoing
monitoring

® Provide an accurate audit
trail of how a user’s rights
were assigned

Trustwave DbProtect Rights Management Module provides a detailed view of
the assets and data your users can access and what actions they can perform
on those resources. Capture audit trails to identify and how access was granted.

Trustwave DbProtect Rights Management automates a traditionally arduous but important best practice of sustaining a
"least-privilege” strategy, where users can only access the data they need to perform their job. Rights Management has a
variety of user access reports to help you establish a regular cadence of user entitlement reviews to:

* Analyze access with data owners
* Fix access to data after review

e Certify and authorize user rights

How it Works

e Trustwave employs powerful scanners that dig deeply to understand the relationships of the users, applications and
roles, all the objects that they have access rights to and how it was granted, so you can pinpoint user access issues and
address them proactively.

e Trustwave DbProtect User Rights Exploration allows for you to start with a user or role and dig into the chain of
privilege they have.

Get more information:

Trustwave DbProtect
Reduce the Risk of Insider Threats video

Quickly understand which users might have excessive permissions that can be Report on all users for

abused or used to exploit vulnerabilities. organizations and determine
which users you want to further
understand their privileges and
how they were granted.

For more information: www.trustwave.com
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https://www.trustwave.com/en-us/services/security-testing/dbprotect/
https://www.trustwave.com/en-us/resources/library/videos/reduce-the-risk-of-insider-threats-and-compromised-accounts-with-dbprotect/

