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Trustwave MDR Services Leveraging  
Microsoft Defender for Endpoints

Trustwave Managed Detection and Response services leveraging Microsoft Defender for Endpoints provides you with 
relentless threat detection and response focused on eradicating threats.

What We Offer

Trustwave offers two levels of the Managed Detection and Response (MDR) Service with Microsoft Defender for 
Endpoints – MDR Essential and MDR Complete.  

Both levels deliver 24x7 monitoring and notification, incident response and remediation.  The Complete level adds 
a higher level of data forensics and investigation response that includes industry leading proactive threat hunting by 
Trustwave SpiderLabs®.

How We Do It

Trustwave Managed Detection and Response (MDR) services leverage the Microsoft Graph Security Application Interface 
Protocol (API) to correlate alerts.  Using the Microsoft Defender for Endpoints API, we gain context for investigation and 
the ability to automate security operations.  

• Triage:   Trustwave uses the Microsoft Graph API 
to integrate with the Trustwave Fusion platform in 
order to automate the promotion process of getting 
actionable intelligence from Microsoft Defender for 
Endpoints to a security analyst.

• Investigation and Response:  Leveraging Microsoft 
Defender for Endpoints, the Trustwave Global Threat 
Operations (GTO) team, as part of the Managed 
Detection and Response Essential and Complete 
services, conduct deeper investigation and take action 
with you to stop threats.

• Threat Hunting:   Using Trustwave’s proprietary threat 
hunting methodology and the Microsoft Defender for 
Endpoints API, renowned Trustwave SpiderLabs threat 
hunters proactively hunt for threats using Microsoft 
Defender for Endpoints.

• SOAR:   Integrated automation capabilities in the 
Trustwave Fusion platform with Microsoft Defender 
for Endpoints enable synch/resolve, enrich and search 
functions.

Get more information

Trustwave Managed Threat Detection and Response Services

Key Integration  
Benefits

 ● Detect and eradicate 
threats

 ● Extend your team with 
elite cybersecurity 
expertise

 ● Strengthen your security 
posture

 ● Recognize value on your 
Microsoft Defender ATP 
investment

For more information: www.trustwave.com
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https://www.trustwave.com/en-us/services/managed-security/managed-threat-detection-and-response/

