
Trustwave Ransomware Readiness  
Assessment Services

KNOW THE RISK TO YOUR ORGANIZATION

Ransomware is a type of malware designed to block access to a computer system until a sum of money is paid. It is one of 
the most lucrative methods of cybercrime. Previous generations of ransomware targeted individual users, yet techniques 
have evolved today, and the focus has shifted to public and private sector organizations. Trustwave helps organizations 
understand their susceptibility to ransomware attacks and improve their ability to detect attempted intrusions, respond, 
and recover in a timely and effective manner.

The Trustwave Ransomware Readiness Assessment can be a stand-alone service, or it can be combined with other 
added value security services, such as a Security Colony Core Subscription and a DFIR Essential Consulting Retainer with 
Trustwave SpiderLabs. 

Ransomware Readiness 
Assessment
Learn your level of risk of falling victim to a successful 
ransomware attack and the potential consequences to 
your organization. An expert Trustwave consultant will 
meet with your team to gather information on your current 
security practices, controls, and mitigation strategies. 
We then measure the maturity of your current controls 
relevant to a ransomware attack against industry standard 
frameworks such as NIST Cyber Security Framework (CSF) 
and using a readiness assessment devised by Trustwave. 
The output is a summary report with key weaknesses, 
strengths, and detailed recommendations to further 
strengthen your security posture. 

Trustwave Security Colony
A subscription to the Trustwave Security Colony portal 
provides access to services to support and improve your 
security capability in a cost-effective manner. For example, 
our Resource Library contains documents developed for 
real clients, and includes design and testing cheat-sheets, 
security test cases and presentations, forensics and audit 
guides, templates, policies and more. Access allows you to:

•	 Assess Vendor Security: �What security risks do your 
vendors pose?

•	 Monitor Breaches: �Are there breaches containing your 
information?

•	 Assess Your Security Maturity: �How is your security 
program progressing?

•	 Ask a Consultant: �Seek advice from Trustwave for your 
information security challenges

Trustwave Digital Forensics and 
Incident Response Retainer
Digital Forensics and Incident Response (DFIR) Essential 
Consulting Retainer with Trustwave SpiderLabs experts will 
ensure fast response with highly trained first responders 
in the event of a security breach. The 12-month DFIR 
Essential Consulting Retainer helps clients understand 
unique readiness options, receive ongoing guidance, and 
gain same-day access to elite cybersecurity experts in the 
event of a breach or cyber concern.

Trustwave can launch a forensic investigation at a 
moment’s notice with experts stationed all around the 
globe. Once on retainer, a cybersecurity first responder is 
ready to determine and contain the root cause of a breach, 
minimize its impact, preserve key evidence, help guide you 
through a breach scenario, and give you pragmatic advise. 

Advantages of having a Trustwave DFIR retainer in place 
include:

•	 Speed: �Responders are on-call 24x7x365 with 4-8 hour 
remote response rate

•	 Priority: �Retainer cases get immediate priority over 
emergency service work

•	 Lower cost: �Pre-negotiated rates are lower than 
emergency incident response fees

•	 Accessibility: �Access to Trustwave SpiderLabs resources 
and services to ensure most effective responses

•	 Defensibility: �Helps preserve chain of custody evidence 
in case of a litigation



Available Services
Whether you are looking to get a quick understanding of your resilience 
to a ransomware attack, or need ongoing guidance and access to security 
experts, Trustwave offers the following service levels:

Randomsware Readiness  
Assessment Services

Service Levels

Bronze Silver Gold

Ransomware Readiness Assessment Report 

Actionable report featuring current 
strengths, weaknesses, and detailed 
recommendations.

● ● ●

Security Colony Core Subscription

Access a vast library of real-world 
solutions from actual Trustwave consulting 
engagements.

● ●

Essential DFIR Consulting Retainer

Trustwave SpiderLabs experts remain for  
12 months on standby as your first 
responders to a security breach.

●

Other Trustwave Services to Help Defend 
Against Ransomware Attacks 
Managed Detection and Response Services 

Trustwave provides Managed Detection and Response services, powered 
by Trustwave Fusion platform and best-in-class Trustwave SpiderLabs 
threat intelligence and elite threat hunting expertise. The field-proven 
service excellence and analyst-lauded approach at Trustwave drives 
consistent and continuous outcomes.

Trustwave Database Security Solutions 

Ransomware attacks via malicious phishing attempts are increasingly 
targeting database programs such as MySQL, MongoDB and Hadoop, to 
name a few. Trustwave Database Security Solutions help you get ahead 
of risks to sensitive data so you can respond intelligently, harden your 
database attack surface, and sustain compliance.

Trustwave Email Security

Email remains a popular attack vector for delivering ransomware. The 
email content security solution, Trustwave MailMarshal delivers advanced 
protection against today’s sophisticated email-based threats, extensive 
policy controls, and in-depth data security and compliance management.

Are you experiencing a security breach or ransomware attack? 

Contact Trustwave for immediate assistance.
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https://www.trustwave.com/en-us/company/contact/security-breach/

