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Trustwave SpiderLabs
Enterprise Penetration Testing

COST EFFECTIVE IN-DEPTH TESTING AT SCALE FOR GLOBAL THREAT PREVENTION

Benefits

® Delivered by Trustwave

SpiderLabs, an elite
global team of ethical
hackers with years of
experience

Supported by a local
Technical Account
Manager to optimize

your testing investment

Testers are certified
and accredited by
CREST

Able to uncover
difficult to find
vulnerabilities

Cost effective high
volume of tests tuned
to your commercial
contracting needs

Detailed findings with
actionable roadmaps
for remediation

Organizations with large and complex IT systems are increasingly seeking high quality Penetration
Testing services with extensive breadth and depth of vulnerability identification, scale to deliver a large
and ongoing program of work, and flexible financial models that match their global footprint.

The Trustwave SpiderLabs® Enterprise Penetration Testing service meets the testing challenges facing
large organizations. Our SpiderLabs team supports you with a mix of onshore, nearshore and offshore
CREST pentesters, providing high quality testing in a flexible manner - at a compelling commercial price
point. Our service is augmented with a local Technical Account Manager (TAM) that ensures you get the
most from your testing investment.

» Proven methodologies to find even the most difficult vulnerabilities
o Performed in accordance with recommended standards (OWASP TOP10, NIST, SANS)

» Experienced with wired and wireless networks, applications (including mobile), client devices, loT
devices and operating systems, with ability to perform more advanced tests using social engineering
and physical penetration

» Commercial contracting model that is built to maximize your testing investment without sacrificing
quality.

Tuned to Enterprise Customers

Our Enterprise Penetration Testing service is designed to meet your needs:

Regulatory: Enterprises facing regulatory (eg. HIPAA, CBEST, TIBER-EU) and Financial Service
compliance need regular impartial third-party testing services. We deliver large programs of work and
optimize the management of your testing program with an expert TAM guide to help your team plan and
get the results they need on time.

Scale: Given the global nature of EPT clients, we are a global provider with the necessary scale and
availability of testers to complete your tests, delivered with the breadth and depth of pentesting skills
available.

High Quality: Our holistic approach uncovers the potential business impact in addition to the detailed
technical findings. We help you effectively prioritize and apply remediation actions and are one of only a
handful of Global CREST certified organizations able to do this.

Commercial responsiveness and flexibility: Our flexible models allowing you to procure a large set of
‘Testing-Days-Effort’ to support your assurance programs. The volume of testing days is matched with
reduced testing prices.



Right Tester, Right Price

With in-excess of 100 full-time global penetration testers, Trustwave
SpiderLabs has the capacity to match your pentesting requirements.

Our global breadth means we can offer the concept of ‘best-shore’
to our clients, mixing on, near and offshore delivery models. This
enables us to deliver the highest quality pentesting at competitive
commercial rates. Cost-effective resources in our center of
excellence in Manila are leveraged to deliver high quality testing at
low cost.

Your local Technical Account Manager (TAM) acts as your guide.
They ensure testing best practices are followed, reviews findings
with you and helps plan your tests. Their aim is to deliver large scale
pentesting programs within your budget and at scale.

Actionable Remediation Plans

While ad hoc penetration testing can deliver useful point-in-time
insights, having a pre-established security testing program provides
a more holistic view of enterprise risk over time. The Trustwave
Fusion portal gives you view of all tests - scheduled, in progress, and
complete - and their results, for a centralized, managed approach

to your testing program. Your TAM works directly with you to review
the findings, develop remediation plans, and manage continuous
testing to validate that the gap is resolved.

Data analytics can help you demonstrate the success of your testing
program with your management team, highlighting key metrics

and trends. Track vulnerabilities found in repeated tests across the
same assets, and measure time to remediation of those identified
vulnerabilities. The Trustwave Fusion portal is also APl integration
ready, allowing you to automate the propagation of penetration
testing findings into your internal issue tracking solutions. It can also
automatically close those tickets for you once a finding has been re-
tested and confirmed to be remediated.

Enterprise Penetration Testing

» Consistency in formatting of reports via API's

» Dedicated Technical Account Manager (TAM) to manage and
alleviate stress

» Lower cost based on on-shore testing
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Trustwave SpiderLabs Enterprise Penetration Testing

Your Partner to Maintain
Cybersecurity Compliance

Trustwave understands that every organization has a unique mix

of regulatory and cybersecurity frameworks as well as a mandate

to protect customer and user data. As an industry leading global
cybersecurity provider, with clients in multiple industry sectors, we
develop testing programs to meet multiple compliance requirements,
such as PCI-DSS, CMMC, GDPR, SWIFT, HIPAA, NIST, among others.

We are invested in your security program as a partner and all
results are available within Trustwave Fusion for reporting and audit
requirements.

Work With a Globally Certified

Expert Testing Team

» More than 25 years of industry leadership in vulnerability research
and findings

» Certified and accredited by CREST, an international accreditation
and certification body that represents and supports the technical
information security market

« 150 globally CREST-certified SpiderLabs testing researchers

» The first global CREST-certified member organization to identify
more than 120 Common Vulnerabilities and Exposures (CVEs) and
tactics, techniques, and procedures (TTPs).

o Overall Trustwave SpiderLabs has discovered 30,000
vulnerabilities - 9,000 of these with ratings of high or critical.
These discoveries have been mapped to the MITRE ATT&CK
framework and open-source communities.

» 100,000 hours of tests performed globally per year.

« Trustwave SpiderLabs Consulting Services are recognized by
leading analyst firms.
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